February 28, 2008

Dear International Students and Scholars,

We would like to call your attention to an “Upgrade Your UBmail Account Now” phishing scam.
As you can see below, someone is trying to obtain UB students’ and employees’ UB account
information, including passwords. They claim that your UB account will be deactivated if you do
not provide the requested information.

ONCE AGAIN, THIS MESSAGE IS A SCAM. DO NOT RESPOND TO IT. DELETE SUCH A
MESSAGE IMMEDIATELY.

Best regards,
Ellen Dussourd

———————— Original Message ----—--—-
Subject: UPGRADE YOUR UBmail ACCOUNT NOW
Date: Thu, 28 Feb 2008 14:56:09 +0000
From: UBmail TEAM <DELETED >

Reply-To: DELETED

VERIFY YOUR UBmail ACCOUNT

This mail is from the UBmail and it is to inform all our UBmail users
that we will be upgrading our site in a couple of days from now. So you
as a user of our site you are required to send us your Email account
details so as to enable us know iIf you are still making use of your
mail box.

Further be informed that we will be deleting all mail account that is
not functioning to create more space for new users.

Verify your account with the following details:

WARNING: Any mail user that refuses to send his/her verification
details with in the next seven(7) days of receipt of this mail, his/her
mail account will be erased permanently from the site.

verification code: UBm:65248671/852
Thanks for using UBmail.



