September 6, 2011

Dear International Students and Scholars,

Some of you may have received the message below. Please note that it is a scam. The
scammers want to to obtain your bank account information. Banks never request account
information via e-mail.

If you have an account with Bank of American, responded to the message below and provided
your account information, you should contact your bank immediately!!!

As always, be suspicious of any e-mail message requesting your personal information. Delete
such messages immediately!

Sincerely,

Ellen Dussourd

From: Bank of America [E-mail Address Deleted]

Date: 2011/9/6

Subject: *** Online activity confirmation code
IRWNNY INCN

To: [E-mail Address Deleted]

Dear Bank of America customer,

We recently have determined that an unauthorized third party have
tried to access your Online Banking account, and multiple password
failures were present.

We now need you to re-confirm your account information to us.

IT this is not completed by September 10, 2011, we will be forced to

suspend your account indefinitely, as it may have been used for
fraudulent purposes.

To confirm your Online Banking records click on the following link:
[Website Address Deleted]

Thank you for your cooperation in this matter.
Bank of America Customer Service

Please do not reply to this e-mail as this is only a notification.
Mail sent to this address cannot be answered.

2011 Bank of America Corporation. All rights reserved.
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